
As an extra security measure for access to Citrix/Remote Desktop outside the office you will need to install the DUO MOBILE 
APP onto your mobile phone as soon as possible.

This will implement what is called Two-Factor Authentication.   All this means is that when your username and password are 
entered to access Citrix/Remote Desktop on a computer or other device outside your office, an alert is sent to the DUO 
Mobile app.  You will immediately get a notification on your phone asking you to confirm that it is you (the authorised user) 
who is trying to log in.  Once you confirm on your phone that you are the one trying to log in, your access will be granted on 
the other computer/device.

It is a necessary precaution to keep your account secure from hackers with stolen login credentials.  Even if the hackers have 
your username and password, they don’t have your phone, so without the extra confirmation of your identity from the DUO 
mobile app, they can’t access your account.  If you don’t install and set up the DUO app on your phone you won’t be able to 
access Citrix/Remote Desktop outside the office so we recommend you do it as soon as possible

STEPS TO INSTALL AND SET UP DUO MOBILE:

1.    You will receive two SMS from DUO.   One to install the app and one to activate the app.
2.    Make sure you open the Welcome to Duo SMS first.  It has your unique link to download the DUO App from the App 
       Store. 
3.    Tap on the link in the Welcome SMS on your phone.  The DUO Mobile app will be installed like any other app on your 
        phone.  
4.    The second SMS has a link which activates the app that you just installed. Tap on that link and DUO Mobile will be 
        activated and the app will open on your phone.
5.    The DUO Mobile app on your phone will now be connected to your remote desktop.
6.    Each time you log in on a computer outside the office you will see a pop up notification on your phone.
7.    All you need to do is tap on the notification and approve the log in if it was you and you can access your remote desktop 
       on your computer.  

* If you receive a notification but you did not attempt to log in, make sure you deny the request on your DUO Mobile app and 
report this to your system administrator because this could mean that someone else is trying to use your password to access 
your account.
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