MICROSOFT AUTHENTICATOR SETUP
As an extra security measure for access to your Oﬃce 365 account from outside the oﬃce you will
need to install and set up the Microsoft Authenticator app onto your mobile phone.
This will implement what is called Multi-Factor Authentication (MFA). All this means is that when your
username and password are entered to access Oﬃce 365 on a computer or other device outside
your oﬃce, an alert is sent to the Microsoft Authenticator app installed on your phone. You will
immediately get a notiﬁcation on your phone from the app asking you to conﬁrm that it is you (the
authorised user) who is trying to log in. Once you conﬁrm on your phone that you are the person
trying to log in, your access will be granted and you can log in to your account on your computer.
This is a necessary precaution to keep your account secure from hackers with stolen login credentials.
Even if the hackers have your username and password, they don’t have your phone, so without the
extra conﬁrmation of your identity from the Microsoft Authenticator mobile app, they can’t access
your account.
If you don’t enable and set up Microsoft Authenticator you won’t be able to access Oﬃce 365 outside
the oﬃce, so we recommend you do it as soon as possible.
STEPS TO ENABLE AND SET UP MICROSOFT AUTHENTICATOR:
You will be notiﬁed when BES
has enabled Microsoft
Authenticator for all of your
Oﬃce 365 Users.

After Microsoft Authenticator
has been enabled, the next
time you log in on your
workstation, you will see the
following dialog box on your
screen. You need to follow
the instructions to set up a
mobile device for Multi-Factor
Authentication.
Click on the NEXT button.

Your safety is our priority
We BES has been helping organisations identify, manage
and mitigate their security risks for over thirty years.

You will see another screen which gives you some options to set up your Multi-Factor
Authentication:

In Step 1: How should we contact you? choose “Mobile app” from the drop down box.
Then, in the section “How do you want to use the mobile app?” choose the option “Receive
notiﬁcations for veriﬁcation”
Click “Set up”
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You will now see a new
screen on your
workstation with
instructions on how to
conﬁgure the Microsoft
Authenticator app.

Use the scanner
on your phone
to scan this QR code

Your safety is our priority
We BES has been helping organisations identify, manage
and mitigate their security risks for over thirty years.

Download the Microsoft Authenticator app to your phone from either the Apple App Store (iOS)
or Google Play (Android).
Once it has downloaded, open the Microsoft Authenticator app on your phone.
You will be prompted to add an account. Choose “Work or School Account”.

The Microsoft Authenticator app will then show a QR code scanner screen on your phone.
Hold the scanner over the black and white square QR code on the screen of your workstation
where it says “Scan the image below”.

Once the your individual QR Code has been scanned, your Oﬃce 365 account will be linked to
the Microsoft Authenticator app on your phone.
Click “Next” to complete the set up.

Your safety is our priority
We BES has been helping organisations identify, manage
and mitigate their security risks for over thirty years.
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Each time you attempt to log in to
your account on a computer outside
the oﬃce you will see a pop up
notiﬁcation on your phone:
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All you need to do is tap on the
notiﬁcation and approve the login (if it
was you) and you can access your
Oﬃce 365 account on your computer.

* If you receive a notiﬁcation on your phone but you did not attempt to log in, make sure
you deny the request on your Microsoft Authenticator app and report this to your system
administrator or BES Helpdesk because this could mean that someone else is trying to use
your password to access your account.
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We BES has been helping organisations identify, manage
and mitigate their security risks for over thirty years.

