
This feature allows you to secure your Office 365 account using one of 3 different methods in the 
Additional security verification window

Authentication Phone

This option allows you to add your mobile number as a verification method for your 
account by following these steps:

a) Select your country.  In Australia you will be preassigned the +61 prefix. 
b) Add your mobile phone number
c) You will then have an option to select how you would like Microsoft to contact you,  
            either:

 i.     SMS message containing a verification code, or
 ii.     Automated phone service to call you and provide a generated code.
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Office Phone

This option allows you to configure a specific phone in your office to receive a generated 
code.  You will need to set an extension for the service to ring through to. 

*Note: this will need to be configured by your systems administrator and if you are using  
Lync phones you will not be able to implement this feature*

Mobile App

This option allows you to use Microsoft’s Authenticator app to provide you with a code that 
will be displayed in the app on your mobile phone.  This will require you to access the app 
where it will be displayed on the home screen.
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To set this up, follow these instructions:

a) Download the “Microsoft Authenticator app” from your preferred app store.
b) On your PC/laptop, select the method you would like to use to verify your O365 
             login, either “Use verification code” or  “Receive notifications for verification”
c) Once the verification method is selected you will need to link the APP to your Micro
             soft account, so click the “Set Up” button to continue. This will display a QR code in 
             a window on your PC/laptop screen
d) Open the Microsoft Authenticator app on your phone and select “Add account”  
             “Work or school account”.  The app will then ask for access to your camera, to 
             allow you to scan the QR code on your device screen to confirm access.
e) After scanning the QR code Windows will register your account and you should now 
             see a 6 digit code with your *****@domain.com below it, which means registration 
             was successful.
f) You can now close the QR code on your PC/laptop and click “Next” to finish the 
             setup process.
g) Once the setup process is finished Microsoft will ask you to confirm it is in fact 
             working and you will be required to authenticate with your specified method. 

NOTE:

* If using the Microsoft Authenticator APP, during the initial setup you will be required to 
provide a mobile phone number for backup authentication should you lose access to the 
app at any time.  Follow the prompts to finish setup.

* If you have multiple devices registered to your Authenticator app you will need to pay 
close attention that the login that relates to the correct account you want to authenticate, it 
will be displayed as *****@domain.com. 

* During the setup process if you choose “Receive notifications for verification” you are 
choosing the option to receive push notifications on your phone which will allow you to 
confirm authentication by tapping “Deny” or “Approve”. This is the easiest option available. 


