
The benefits of converged data protection 
platforms for mid-size businesses

Data is the cornerstone for every business
Mid-size businesses are increasingly embracing digital technology to gain a competitive advantage. However explosive data growth, 
coupled with a lean IT sta� at most midmarket organizations have placed an immense burden on data protection and storage 
infrastructure requirements. 
In business today, data is growing at an accelerating rate. �e volume of data will reach 163 zettabytes by 2025, 163 zettabytes (ZB), 
a ten-fold increase over what was created in 2016, according to a recent report by analyst �rm IDC.1 �e vast majority of this data is 
expected to be unstructured, characterized by both diversity and complexity of data types. 
�is rapid growth in business data frequently results in fragmented data protection environments, as businesses have the need to 
backup physical and virtual, on-premises and o�-premises data, all with di�erent service level agreements (SLAs). Backup and 
secondary storage infrastructure o�en comes from multiple vendors, which signi�cantly increases the acquisition and day-to-day 
management costs, and adds operational ine�ciencies and complexity. �e multitude of point products also creates data silos, making 
it di�cult for businesses to manage data and systems centrally, and have a 360-Degree View of where they stand.

The mid-size organizations’ conundrum
While enterprise businesses have teams of people who can focus on these data management and business continuity challenges, today’s 
mid-size companies do not have that luxury. Even though the typical midmarket businesses may not face a data deluge at the same 
enormous scale as the largest ones, their business requirements for data management can be strikingly similar. 
Take a look at these current trends:

• Mid-size enterprises are seeking growth by focusing on product innovation and technology enablement, but most are struggling to 
identify and unlock the enterprise’s digital ambitions.  

• Mid-size businesses depend heavily on mobile devices, cloud infrastructure, and their network to achieve their competitive advantage. 

• �ey require a bullet-proof network that delivers top-tier user experiences (for the admin and end user) but doesn’t sacri�ce business-
class features.

• �ey deal with increasing complexity in data management work�ows while trying to maintain performance and manage capacity 
issues.

• In industries such as �nance, healthcare, and public services, mid-size enterprises have to comply with stringent industry regulations 
and data handling requirements. 

• �ey require a digital infrastructure that is highly secure and scalable, along with reliable backup and disaster recovery performance.
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Predictions are an inherently risky proposition. After all, they rarely pan out. How many 
people in 2019 predicted that we would have a global pandemic in 2020 that would 
dramatically change how we live, work, and play?

With that in mind, we are not swinging for the fences with our data storage predictions because this year taught us 
that absolutely nothing is predictable. Instead, we believe the following four observations will continue to gain traction 
in the coming year.

1 COVID-19 will change the data-management paradigm for years to come

this was true even before the COVID-19 pandemic hit. The problem has been exacerbated by COVID-19 and remote working 
because data is now further distributed and has compounded vulnerabilities.

and Dropbox have announced that their employees can permanently work from home, even after a widely adopted vaccine.

put greater emphasis on simple-to-implement, low-cost, cloud-based solutions that can effectively back up and protect 
data in remote environments.

2
In the COVID-19 era, companies are generating more data than ever. Just think about all the video conference that are now 
being recorded, shared, and ultimately stored. Many organizations don’t yet realize that video storage costs can run into 
millions of dollars annually. They will soon face a wake-up call as they outgrow their existing storage space and scramble 
to meet far greater data-storage requirements. 

The same is true for educational and healthcare institutions. For instance, schools are dealing with exponential growth 
in the amount of data they handle as students and teachers increasingly embrace digital content, cloud services, and 
online apps. Meanwhile, the rise of telemedicine and the need to access, store, and protect patient data is putting added 
pressure on health systems across the globe.

4 Ways Data Protection and Storage  
Will Be Different in 2021



The long-term impact of COVID-19 will be a perfect storm of video sprawl and runaway storage costs. Cloud storage costs 
that start at a few hundred dollars a month may well balloon to a few hundred thousand dollars annually in the course of a 

storage needs while improving their data backup and recovery.

A new scale-out approach to storage will be essential. Such a system will enable organizations to purchase storage upfront 
at a reasonable price and then scale-out that storage cost-effectively over time.

3 Data storage will embrace zero trust
For years, the famous security maxim was “trust by verify.” But now organizations embrace a zero-trust approach to 
security. They entirely remove trust from the equation and assume that everything—including users, endpoints, networks, 

done, and then those permissions are revoked immediately after completing the assignment or transaction.

A similar approach is being implemented when it comes to data protection. Indeed, a new study  by Enterprise 
Management Associates revealed that, given the rise of remote work during the Covid-19 pandemic, 60% of IT buyers have 
fast-tracked their deployment of zero-trust polices and technology over the last seven months. 

Take, for instance, an employee who is requesting to have data recovered from their laptop. What are the real-time 

backup image, and do those permissions need to be changed to reflect current requirements? If IT is restoring a machine 
that was set up a month ago, who is ensuring that no one else has access to that machine?

A zero-trust approach to data backup and management helps answering these questions while further protecting 
enterprise data.

4 Data storage and backup will get more intelligent
Organizations large and small are now collecting massive amounts of machine learning and IoT data. For instance, think 
about all the data Tesla is currently collecting from its hundreds of thousands of vehicles on the road as part of its effort to 
deliver real autonomous driving. Many companies are now doing the same, collecting and analyzing oceans of data.

But here is the burning question: if your company depends on collecting and analyzing data to operate and succeed, 
what happens if that data is not fully backed up and easily recoverable? What happens if you lose any of that data? For a 
company like Tesla, any issues with data could result in inaccurate algorithm engines and off-kilter heuristics that could 
potentially put lives at risk.

Most companies are thinking mainly about data analysis and much less about data backup or security. But as data 
increasingly moves from analysis to production environments, that’s when protection becomes critical. Cutting-edge 
storage tools increasingly rely on AI and machine learning to automate the data backup process.

process that can quickly and effortlessly react to changing requirements while saving untold hours on manual backups. 

Conclusion
In our increasingly distributed work environment, immediate access to data and online collaboration is a must for every 
business. In 2021, organizations must evolve and enhance their digital environments and make it more seamless to 
operate remotely. However, the challenge is that these remote work environments generate massive amounts of critical 
data that needs to be adequately protected and stored. By adopting a modern approach to data storage, organizations can 
more effectively transform their business and thrive in this new normal.
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Learn how you can eliminate complexity and reduce costs with the right data protection 
and management solution. 

Visit www.bes.com.au/storagecraft or call us on 1300 237 487 to learn more. 


